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Like at least seve ral hundred thou-
sand other people around the worl d ,

I found a surp rise waiting in my E-mail
on Fe b ru a ry 12th. I was in So u t h e rn
C a l i f o rn i a , and when I turned on my
laptop there was a promising message
f rom my wife, who was in Rom e . At
first glance, nothing seemed amiss: t h e
subject line was slightly mistyp e d , t h e
body of the message said simply, “H i
C h e ck T h i s ! , ” and all seemed well within
the vaguely suspended rules of e l e c t ron i c
g ra m m a r. A picture of the Russian ten-
nis model Anna Kourn i k ova appeared to
be attached to the message. People may
argue about her skills on the court , but as
a cyb e rian pinup queen Ms.K o u rn i k ov a
e n j oys an uncontested re i g n .

I opened the mail eagerly—but found
no picture .I n s t e a d , an electronic worm
ripped through my com p u t e r. Wi t h i n
t h i rty secon d s , it had worked its way to
the inner re g i s t ry of my hard dri ve,
headed tow a rd my Micro s o ft Ou t l o ok
a d d ress book ,and discharged its viral load
onto all eight hundred and forty - s even en-
t ri e s .As a final act, the worm slipped a sig-
n a t u re—O N T H EF LY—into my Wi n-
d ows re g i s t ry (and into eve ry other copy
o f Wi n d ows that it infe c t e d ) ,a l ong with
enigmatic instru c t i ons for the com p u t e r
to connect itself a u t om a t i ca lly to a Du t ch
Web site eve ry year on January 26th.

B e cause my family and I live in Eu-
ro p e, w h e re this part i c u l a rly hardy viru s
began to spre a d , and my wife’s offic e
c omputer is connected perm a n e n t ly to
the Intern e t , she became a sort of d i g i t a l
Typhoid Mary.She unw i t t i n g ly took out
an entire cluster of c omputers at the
H a rv a rd Medical Sch o o l , i n ca p a c i t a t e d
laptops owned by the New Yo rk Ti m e s,
and caused damage and con f u s i on at
film com p a n i e s , publishing houses, a n d

m a g a z i n e s , as well as among hundreds of
a c q u a i n t a n c e s . The viru s , it turned out,
was created by a tw e n ty - year-old Du t ch
student with a particular fondness for
M s . K o u rn i k ov a , and although it ca s-
caded through the Internet with unusual
ve l o c i ty, the outb reak was hardly unique.
In 1999, Melissa quick ly became the
most widespread virus of its time, i n fe c t-
i n g m o re than a mill i on com p u t e r s .T h e n ,
last May, the Love Bug caused a pan-
demic in cyb e r s p a c e, s t riking forty - five
m i ll i on computers in tw e n ty countri e s
and costing bill i ons of d o llars in damage.

H a rassment by computer viruses has
so far been re g a rded largely as a nuisance.
It is ra p i dly becoming more seri o u s ,h ow-
eve r, as the worl d’s most cri t i cal institu-
t i on s — b a n k s ,h o s p i t a l s ,and gove rn m e n t s
a m ong them—place their cl i e n t s ’ p e r-
s onal details on l i n e . The Net was neve r
e nv i s i oned as a securi ty vault, and as its
i m p o rtance has grown so have its weak-
n e s s e s . The fe d e ra lly funded Com p u t e r
E m e r g e n cy Response Te a m , at Carn e g i e
M e ll on Unive r s i ty, w h i ch foll ows elec-
t ronic attacks more cl o s e ly than any other
o r g a n i za t i on does, re p o rted about ten
thousand cases of c o rp o rate hacking in
the United States in 1999 and more than
tw e n ty thousand cases in 2000.Those are
the ones that we know about;most com-
panies would never speak publicly.As yo u
read this, t h e re are at least fifty thousand
c omputer viruses crawling across the jun-
glelike vines of the Wo rld Wide We b,
and hundreds more are created each day.

Am e ri can intelligence officials re c e n t ly
w e re startled to learn that hackers had
b roken into the Sandia Na t i onal La b o ra-
t o ry, in New Mexico, and copied highly
cl a s s i fied inform a t i on from com p u t e r s
t h e re . In the aft e rmath of the spy-plane
c o ll i s i on over the South China Se a ,C h i-
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nese hackers stru ck fie rc e ly at Am e ri ca n
Web sites, leaving messages like “H a ck
the USA” and “For our pilot Wa n g, ”t h e
latter re fe r ring to the fighter pilot who
d i e d .B e f o re a truce was decl a re d ,e a rly in
M ay, this particular cyb e rwar had esca-
lated con s i d e ra b ly,with hundreds of We b
d e f a c e m e n t s , i n cluding some at the
White House, the F. B . I . , and NA S A. (To
i n c rease the intensity of the assault,
w h i ch the F. B . I . said inv o lved “m i ll i on s ”
o f attempts to break into Am e ri can sites,
the Chinese side assembled an exhaus-
t i ve arch i ve of the most esoteric hack i n g
tools—at www. c n h on k e r. c om . It re-
mains available to anybody with We b
access and Chinese-language skill s . )

These are mostly games,o f c o u r s e,b u t
t h ey hint at something more pro f o u n d :
s o ph i s t i cated terro rists (or hostile gov-
e rnments) now have the ability to cra s h
s a t e llite sys t e m s , to wage econ omic war-
f a re by unplugging the Fe d e ral Reserve
s ystem from Wa ll St re e t , even to disru p t
the movements of ships at sea. E l e c t ri c
p ower plants, water sys t e m s , and hospi-
tals—and the thousands of c om p u t e r s
that guide ambulances, police dispatch
u n i t s , fire bri g a d e s , and tra n s p o rt a t i on
s w i t ch e s — a re all becoming susceptible
to potentially crippling attack s .

None of that ever bothered me. No t
l ong ago, h ow eve r, I decided to see for
m ys e l f what it would take to cause harm
on the Intern e t : to release a viru s ,c rash a
c omputer sys t e m ,o b l i t e rate pri v a cy, a n d
d e s t roy the data that we have come to re ly
on . I began slow ly, by collecting viru s e s ,
w o rm s ,b u g s , and other pure ly malicious
pieces of s o ftw a re as if t h ey were ra re
b u t t e rfli e s . (The defin i t i ons of these cre a-
t u res va ry, but a worm is a tiny pro g ra m
that can copy itself. A viru s , a l t h o u g h
e q u a lly damaging, s i m p ly infects other
p ro g rams.) I have two giant hard dri ve s
on my com p u t e r, and within weeks I had
t u rned one of them into a labora t o ry for
the most dangerous viruses on the Inter-
n e t : the Melissa viru s ,H a p p y 9 9 . e xe, t h e
Love Bug, a m ong others, a re flo a t i n g
a round cyb e r s p a c e, and I have copies of
a ll of t h e m , ca re f u lly tucked away on
d i s k s , like tarantulas suspended in aspic,
or the last archival strains of s m a ll p ox .

With help from far more pra c t i c e d
h a n d s , I learned to watch the worl d’s
c omputer tra f fic glide through the ph on e
l i n e s , or burst in packets of m i c row a ve
ra d i a t i on between thousands of s w i t ch e s

and serve r s . It didn’t take long for me to
see what com p u t e r - s e c u ri ty experts have
k n own for ye a r s :a ny fool can enter, a l t e r,
and destroy even the most seemingly
i m p regnable Web sites. T h e re are doz-
ens of s canner pro g rams on the Intern e t ,
w h i ch make it possible to stalk the We b
for hidden weaknesses. T h ey offer the
digital equivalent of sneaking from
house to house trying doorknobs to see if
the doors are lock e d . An d , i f you know
what you are doing, you can sit in Rom e
(or Baghdad, for that matter) and ch e ck
a few hundred thousand Am e ri ca n
d o o rknobs an hour. I t’s not even against
the law. You don’t have to know how to
wri t e, or even understand, the code to
wre ck it. An d ,i f you ca n’t get into a site,
you can alw ays ove rwhelm a com p a ny
s i m p ly by inundating it with E-mail
messages from so many sources that its
c omputers collapse under the weight of
the tra f fic .The most insidious efforts are
o ften silent: a smart hacker can infil t ra t e
and plant “ t ra p d o o r s ” n e a rly any w h e re,
and then re t u rn undetected at any time.

“To do this stuff is utterly tri v i a l , ’’
Peter G. Ne u m a n n , who is a pri n c i p a l
scientist at SRI Intern a t i on a l , the t e ch-
n o l o g i cal consulting firm , told me.“E ve ry
other kid can do it, and we know that.
That isn’t what worries me.” Ne u m a n n ,
who is sixty - e i g h t ,has worked at and ad-
vised many of the nation’s most impor-
tant universities and gove rnment institu-
t i on s ,f rom the Navy and Harv a rd to the
h i g h ly secre t i ve Na t i onal Se c u ri ty Agency.
M o s t ly as a hobby, he moderates a foru m
on the Internet and produces a ru n n i n g
list ca lled “Ill u s t ra t i ve Risks to the Pu b-
lic in the Use of C omputer Systems and
Related Te ch n o l o g i e s , ’’ w h i ch is the
most frightening coll e c t i on of ra n d om
dangers I have ever seen. “What worri e s
me is the big on e, ’’Neumann said, as we
sat in his office in Menlo Pa rk ,C a l i f o r-
n i a , one day. “People don’t like to talk
about this,b e cause it’s seen as encoura g-
ing the enemy, but absolutely eve ryt h i n g
is ri d dled with securi ty fla w s . H a ck e r s
can get into our most important sys t e m s
in minutes, s ometimes in secon d s .

“And they do, ’’ he added.“The Inter-
net is waiting for its Chern o b yl , and I
d on’t think we will be waiting mu ch
l on g e r; we are running too close to the
e d g e . When a third of the com p u t e r
d ri ves in Am e ri ca are wiped out in a single
d ay, when the banking and com m e rc e

s ystem is ove rc om e, or the power gri d s
and emergency - re s p onse systems of
tw e n ty states shut down because of a ma-
l i c i o u s c omputer attack ,m aybe then peo-
p l e w i ll think about what’s going on here .’’

The word “h a ck e r” l ong ago lost its
Yiddish meaning, as a person so

inept at making furn i t u re that he might as
w e ll do it with an axe .In the late nineteen-
sixties and early seve n t i e s ,it came to signify
another sort of p e r s on :s om e one part i c-
u l a rly skilled at computer pro g ra m m i n g,
and so delighted to do it that the enter-
p rise became an end in itself. H a ck e r s
w e re noble geeks; t h ey came out on ly at
n i g h t , could get into nearly any netw o rk ,
d i s t u rb nothing, l e a ve no fin g e rp ri n t s ,a n d
m ove on . It was an important part of t h e i r
ethic that hackers should do no harm .

That changed on November 2,1 9 8 8 ,
when a graduate student at Corn e ll
named Robert Tappan Morris unw i t-
t i n g ly ca r ried out the hack heard ro u n d
the worl d , letting slip a worm that shut
d own ten per cent of a ll the com p u t e r s
on what would soon be ca lled the Inter-
n e t .M o r ri s , who today teaches at M.I.T.
and whose father was a senior com p u t e r -
s e c u ri ty official at the Na t i onal Se c u ri ty
A g e n cy, had the dubious honor to be
a m ong the first Am e ri cans conv i c t e d
under the Computer Fraud and Abuse
Ac t . He has alw ays said that he meant
no harm , and the evidence supports him.
Non e t h e l e s s , M o r ri s ’s mistake not on ly
i n fected thousands of n e tw o rks but com-
p l e t e ly a l t e red the public view of h a ck-
e r s . C omputer people will tell you that
the proper term for a person who dis-
t u rbs the peace of the online universe is
“c ra ck e r” ;but nobody uses it. In the minds
o f the public, h a ckers are bad guys .

“You don’t hack for harm — you hack
for hon o r, ’’G e r rie Mansur was telling me
as we stood in the center of Am s t e rd a m
one evening last mon t h , at sunset,w a t ch-
ing boatloads of t o u rists inch their way
t ow a rd the flower market on the Am s t e l
R i ve r. I had gone there, in part , to speak
with the man who set loose the Kourn i-
k ova viru s , but also to learn how easy it re-
a lly would be to spread misch i e f on the
I n t e rn e t . G e r rie promised to show me.
He and his pals Viper and Dimitri col-
lected me at my hotel in a new Vo l k s w a-
gen Lupo that the Internet firm Vi p e r
w o rks for had just bought for him.Vi p e r
is tw e n ty - one and Dimitri is nineteen,
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and they consider Gerri e,who is tw e n ty -
s i x , their mentor. G e r rie and Viper live
near each other in Haarl e m ,the prov i n c i a l
ca p i t a l , n o rth of Am s t e rd a m , and they
both wore the iconic hacker uniform :j e a n s ,
b l a ck leather jack e t ,G a p - s tyle big T- s h i rt ,
and the odd, clunky shoes that have be-
c ome the signature of a certain type of
cool urban male. D i m i t ri lives in Delft ,
w h i ch is more than an hour away, b u t ,
since all three exist mainly on l i n e, d i s-
tance doesn’t play a large role in their live s .

D i m i t ri—his full name is Dimitri Va n
de Glessen—is a soft - s p oken and spindly
young man who is all bon e s ,g reen eye s ,
spiky re d - b rown hair,and acne.He made
i n t e rn a t i onal headlines a few months ago
when he hacked the Micro s o ft corp o ra t e
s e rve r s . He is still angry about the pub-
l i c i ty, t h o u g h , b e cause he feels that he
d i d n’t get proper cre d i t . Fi r s t , he simply
b roke into one of the main event serve r s ,
w h i ch are essentially electronic bill b o a rds ,
and added a text file with the word s
“H a ck the planet.’’ M i c ro s o ft failed to
re s p on d , and Dimitri took that person-
a lly. So he went back in, got hold of a
p a s s w o rd with more significant access to
d a t a , and put up an entire ly new page on
the site that re a d , “Pa t ching your sys t e m
is ve ry hard , h u h ? ” He then forw a rd e d
the page to journ a l i s t s , a l ong with the
i n f o rm a t i on that he was able to break in
t h rough a weakness that Micro s o ft could
h a ve fixed had it bothered to use its ow n
s o ftw a re . That got the com p a ny’s atten-
t i on , and in the end Dimitri met with
s ome Micro s o ft employe e s ,s h owed them
their pro b l e m , and all was forgo t t e n .( At
l e a s t , until his bosses in the Ne t h e rl a n d s
found out; once his private activities be-
came public, D i m i t ri was out of a job. )

He didn’t seem to mind. He quit
s chool a while ago, and he makes som e
m on ey doing securi ty for, a m ong other
p l a c e s ,a chain of Du t ch night cl u b s .Si n c e
he lives with his pare n t s ,his cash needs are
m i n i m a l . D i m i t ri would be an obv i o u s
casting choice for “R evenge of the Ne rd s ” ;
his home page shows him at a disco hov-
e ring tri u m ph a n t ly between two wom e n
both of w h om are wearing halter tops
and big smiles.He looks ve ry mu ch like a
young man who has just won the lottery.

Viper (a cyberspace nom de hack ,b u t
the on ly name he would permit me to
p rint) is more seasoned than Dimitri .
Until the week I came to tow n , his best-
k n own hack was the Beienkorf m a ll , on e

o f the biggest shopping centers in the
Ne t h e rl a n d s .“T h e re were sixty thousand
open credit ca rds just sitting there—
eve ry piece of i n f o rm a t i on you could pos-
s i b ly w a n t , ” Viper told me. “I sent the
whole database to Gerri e . ”G e r rie oft e n
f u n c t i ons as an inform a t i on broker in
that hazy space between hackers and the
h a ck e d .“It was on TV, and one day later
that server was secure . ” Like a lot of
h a ck e r s , Viper thinks of h i m s e l f as a
kind of Robin Hood, who breaks the
law on ly to sound the alarm . But he also
v i ews vulnerable Web sites, p a rt i c u l a rly
those of big corp o ra t i on s , the way a mis-
ch i evous teen-ager might see an empty
c onve rtible with the keys in the ignition .

A few days before I arri ved in Am-
s t e rd a m , Viper had scored his biggest
h a ck ye t . “I was just sniffing around the
Web when I saw it,’’ he told me. (In cy-
b e r s p a c e, “s n i f fin g” is a tech n i cal term .
I t’s how people learn whether a site ca n
be hack e d . Think of it as a surve i ll a n c e
flight over enemy terri t o ry.T h e re is also
a n t i - s n i f fin g. T h a t’s how people listen
for the people who are listening; i t’s a 
bit like ra d a r.) In Ap ri l , Viper sniffe d
out some surp rising weaknesses at the
c o rp o rate servers of Real Ne tw o rk s ,

the giant Seattle com p a ny that stre a m s
a u d i o and video services over the In-
t e rnet to mill i ons of c u s t om e r s . “I went
over to re a l . c om and it was absolutely,
c om p l e t e ly naked,’’ Viper told me, a ft e r
E-mailing me a file that he said would
a ll ow me to enter and alter many pro-
g rams in the com p a ny’s custom e r - s e rv i c e
d i re c t o ry. It is one of the peculiarities of
t h e ft in cyberspace that you can steal a
copy of a file without tipping anyone off
or having to disturb the file itself.“E ve ry
p e r s on — n a m e,ph one number, a d d re s s .
Anything those idiots at re a l . c om thought
was worth having I have, ’’ Viper said.
“E - m a i l .R e a l - w o rld addre s s e s . It wasn’t
even encryp t e d . ” (Two weeks later, f rom
an anonymous Web site, Viper m a i l e d
re a l . c om details of its pro b l e m . He a l s o
told me that he had deleted the five -
g i g a b yte database from his hard dri ve . )

G e r ri e’s biggest claim to hacker glory
came last October, when he crashed into
the global server for Na s d a q ,w h i ch holds
p a s s w o rds to the main stock - e xch a n g e
d a t a b a s e .He told me that he was doing a
s e c u ri ty scan for a client when he stum-
bled upon a potentially devastating weak-
ness in the computer code. Te ch n i c i a n s
said at the time that Gerrie must have
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slipped in through a hole known as the
So u rce Fragment Discl o s u re Vu l n e ra b i l i ty.
G e r rie told me that they were mistaken:
“It was cl e a n . No footp ri n t s . ” Sp e a k i n g
like a chess playe r,he said,“I took the sys-
tem in two move s .’’ G e r ri e, who is not
a verse to publicity, i n f o rmed officials of
Nasdaq and made public the pro b l e m s ,
w h i ch have since been patch e d . ( H a ck-
e r s , by the way, l ove patch e s ,b e cause they
o ften fail. “I t’s alw ays the weakest spot,’’
Viper told me,“just like on a tire .’’ )

Ihad agreed to accom p a ny the three 
to dinner, and then to go on to an In-

t e rnet café where I could watch them
“w o rk . ” T h ey debated for a while, a n d
eve n t u a lly chose Burger King over Mc-
D on a l d’s . E a rlier that day, G e r rie told
me that he would bring Dimitri ,b e ca u s e
he was a “M i c ro s o ft hack e r” ; I had fool-
i s h ly assumed that meant that Dimitri
was somebody who hacked f o r M i c ro-
s o ft .“Why would I ever do anything for
t h e m ? ’’ he pra c t i ca lly shri e k e d ,while lin-
g e ring over his second Wh o p p e r. “T h ey
w i ll tell you that their softw a re is safe
to u s e, and they say that Linux”—a fre e
o p e n - s o u rce operating system that is an
i n c re a s i n g ly popular altern a t i ve to Wi n-
d ow s — “is on ly for hobbyi s t s .T h a t’s the
most dishonest and arrogant thing in
the worl d . So I want to let people know
s om e t h i n g : i f you use Micro s o ft pro d-
u c t s , I can take you dow n . And so ca n
a nyone with a bra i n . ”

This re f rain is as old as Micro s o ft it-
s e l f, and I had heard it from people far
m o re prominent than Dimitri . T h e re is
a lw ays a com p romise between conve-
nience and securi ty,a n d , in trying to make
p roducts like Wi n d ow s ,Wo rd ,and Ou t-
l o ok attra c t i ve to as many people as possi-
b l e, M i c ro s o ft , like most com p a n i e s ,h a s
chosen conve n i e n c e . But more fe a t u re s
mean more lines of c omputer code, a n d
thus more ri s k . (Wi n d ows 3.1,w h i ch was
released in 1992, c onsisted of t h ree mil-
l i on lines. Wi n d ows 2000 has about
f o rty - two mill i on lines. Se c u ri ty expert s
s ay that any pro g ram with one bug in ten
thousand lines is unusually well wri t t e n .I f
that is tru e, Wi n d ows 2000 would still
h a ve ro u g h ly forty - two hundred bugs.)

At dinner, the three told me how of-
fended they were when they learned that
the man who released the Kourn i k ova viru s
was Du t ch . T h ey con s i d e red it cl u m s y,
g ra c e l e s s , and ru d e . T h ey were amaze d
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when I admitted that I had wanted to
meet him. It turns out that the yo u n g
m a n , whose sign-on was O N T H EF LY
but whose name is protected under Du t ch
p ri v a cy laws, was a “s k ri p t k i d d y, ” s om e-
body who makes a virus by foll owing a
recipe from a kit.It is like making brow n-
ies from a mix,but re q u i res even less skill .

Sk riptkiddies are all over the Intern e t ,
and there is an astounding vari e ty of t o o l s
like the one used to create the Kourn i k ov a
v i ru s ; in my coll e c t i on , for instance,I have
the Mass Destru c t i on Libra ry,the China
Town Macro Wo rd Vi ru s , the Sp a m i c i d a l
Trojan Batch Cre a t o r, and Nu k e’s Ra n-
d omic Life Genera t o r, a m ong others.Fo r
one-stop shopping, nothing quite beats
the Hack At t a ck Web site. T h e re yo u
can find nukers, s n i f fe r s ,s p o o fe r s ,flo o d-
e r s , and all sorts of mail bom b s ,v i ru s e s ,
and other pro g rams that do nothing but
h a rm .The VBS Wo rm Genera t o r,w h i ch
was used to make Kourn i k ova—and was
written by an Argentine who goes by the
name of K—has been downloaded more
than fifteen thousand times from just on e
popular site, VX Heave n s , a c c o rding to
that site’s administra t o r. Ye t , on ly days
a fter the outb re a k , the mayor of Sn e e k ,
the small town where the Du t ch hack e r
l i ve s , said publicly that anyone smart
enough to whip up pandemonium on
that scale must be smart enough to de-
s e rve a job. “Can you believe that ass-
h o l e ? ’’ Viper asked as we headed out the
door of Burger King.“T h a t’s the level of
talent we are dealing with here . A five -
year-old can do what he did.”

We wandered over to the Fre ew o rl d
I n t e rnet Café, w h i ch bills itself as the
oldest of the many Internet cafés in Am-
s t e rd a m . A gust of m a rijuana smok e
ro lled past as we swung open the door.
I n s i d e, t h e re was loud house-ro ck mu s i c
and a few middle-aged hippies ro ll i n g
joints (which are for sale in any Am s t e r-
dam coffee shop). The patrons were in
the middle of an animated discussion
about the distinctions between loca lly
g rown hyd ro p onic weed and import s
f rom T h a i l a n d .We rented time on thre e
c omputers and sat in a semicircl e, w i t h
me as a spectator in the middl e .G e r rie re-
fused to break the law,but the others had
no such qualms. (With my perm i s s i on ,
h ow eve r, he did hack into my person a l
Web site— w w w. m i ch ae l s p e c t e r. c om .
That took him all of t h i rty secon d s . )

As soon as they were seated, the thre e

began to scour the Intern e t ,p robing for
w e a k n e s s e s .E f f o rt l e s s ly, t h ey lifted p a s s-
w o rds from local Intern e t - s e rvice prov i d -
e r s , d ownloaded softw a re that helped
them scan portals into important We b
s i t e s , and began, almost ra n d om ly, t o
cl i ck their way from San Francisco to
Se o u l . A l ong the way, t h ey stopped off
at major corp o ra t i on s , u n i ve r s i t i e s , a n d
o f ficial gove rnment Web sites.

A fter demon s t rating how he could
alter my Web pages and delete, rewri t e,
or edit what I had posted there, G e r ri e
(again at my request) starting sniffing out
the New Yo rk er s i t e . He used, a m on g
other tools,Ne t c ra ft ,w h i ch is a Web site
that helps companies make quick assess-
ments of blatant vulnera b i l i t i e s . Like all
s u ch softw a re, it is intended for defe n s i ve
p u rposes but can also be used to attack .
(The best pro g ra m , Ne s s u s , can even be
found on gove rnment Web sites. I go t
my copy from NA S A. I t’s a defe n s i ve sca n-
ning pro g ra m , but hackers use it eve ry
d ay.) “It would take about four minutes to
b ring this dow n , ’’ G e r rie told me, a fter a
c u r s o ry examination of n ew yo rk e r. c om .
“M aybe less.” G e r rie doesn’t norm a lly
use big scanner pro g rams like Ne s s u s .To
him they are like training wheels—and
a re also easy to detect. He pre fers to look
at the code himself, line by line, d o i n g
what is ca lled a hand sca n . “Any sys t e m s
p e r s on with a brain will see a big sca n n e r
c om i n g, ” he said.“I t’s like turning on the
ra d a r. You ca n’t miss it. I f you want to
l e a ve no footp ri n t s ,you have to be sneaky.
A hand scan is still the best sca n .’’ He sat
b a ck and ord e red a ru m - a n d - t on i c .

D i m i t ri suddenly ye l p e d .“I have ro o t
on the L.A.P. D. ! ” he shouted,b e f o re re-
m e m b e ring that he was in a public ca f é
and was breaking the law.He had gained
access to the fundamental data used by the
Los Angeles Police Depart m e n t . (T h e
Web sites of the New Yo rk and Los An-
geles Police Departments are favorite tar-
gets of f o reign hackers who watch a lot of
Am e ri can telev i s i on.) A savvy organiza-
t i on will segregate its public Web site from
a ny internal system that holds sensitive
d a t a .But here, t o o,one must trade safe ty
for conve n i e n c e . Online databases have
changed the business worl d .Not on ly ca n
c u s t omers foll ow their FedEx packages as
t h ey tra vel across the worl d ;people have
c ome to expect the route to be available at
a ll times.That kind of access has also been
o f g reat aid to law-enforcement agen-

c i e s . Ye t , i f a police officer can sit in his
c ruiser and examine a person’s arrest his-
t o ry on a city or a fe d e ral database, i t’s a
good bet that other people can do it, t o o.

Di m i t ri worked quick ly, p i l fe ring a
unique address (each com p u t e r,

when connected to the Intern e t ,has on e,
like a license plate) and then arranging it
so that anyone who traced him would
think he was in Fra n c e .This com p l i ca t e d
m a n e u ver is ca lled “l a u n d e ring the con-
n e c t i on . ” So on he had defiled the hom e
page of the L.A.P. D. and posted the al-
t e red page in its place.T h a t’s a fe l ony in
Am e ri ca , but although the Ne t h e rl a n d s
has similar laws, nobody has ever been
sent to jail there for hack i n g.A fter a few
m i n u t e s , D i m i t ri re s t o red the police
page to its original con d i t i on .

Viper was busy at the next com p u t e r,
c rashing into one of the largest Intern e t -
s e rvice providers in the Ne t h e rl a n d s .“Yo ! ’’
G e r rie said loudly, with delight.“You go t
their jew e l s . ” I watched as hundreds of
names scro lled by, a l ong with cre d i t - ca rd
i n f o rm a t i on and data about spending be-
h a v i o r. H ow hard , I won d e re d , would it
h a ve been to get this inform a t i on if t h e
p a s s w o rds had been protected? That pro-
duced a coll e c t i ve laugh. “I’ll show yo u , ”
Viper said, and after poking around Asia
for a few minutes we ended up at the
Web site of K o okmin Unive r s i ty, i n
South Kore a , a highly re g a rded institu-
t i on with a solid tech n i cal re p u t a t i on .
“T h e re are two thousand passwords in
this fil e, ’’ he said, a fter a few more minutes
o f rooting around in the unive r s i ty dire c-
t o ri e s .“And they are all encryp t e d . ”

Cheap and widely available encryp-
t i on was supposed to guarantee pri v a cy
for normal users, and it cert a i n ly does
h e l p.Yet what is true in the phys i cal worl d
remains evident here, t o o :t h row enough
b rute force at any lock and you will cra ck
i t . (In this ca s e, the force would be a com-
puter pro g ram that simply worked thro u g h
m i ll i ons of possible password com b i n a-
t i ons.) Viper got hold of two fairly sim-
ple decryp t i on pro g rams ca lled Lo ph t-
C ra ck and Nu t c ra ck e r.Lo ph t C ra ck was
written by a crew of “white hat”h a ck e r s ,
with roots at M.I.T. , who ca lled them-
s e lves Lo pht Heavy Industri e s . T h e
Lo pht people astonished Capitol Hill a
couple of years ago by stating at a heari n g
that it would be dangerous to use the In-
t e rnet for any vital service like air-tra f fic
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c on t ro l .T h ey also claimed that they could
b ring down the whole netw o rk in less
than an hour. Nobody seemed to doubt
t h e m . In one well - p u b l i c i zed success,n o t
l ong after that,Lo pht identified a flaw in
Wi n d ows that made it possible to decode
an entire re g i s t ry of user passwords in
tw e n ty-six hours. It was a task that Mi-
c ro s o ft had claimed would take more
than five thousand years of c onstant labor.

To decrypt Kookmin Unive r s i ty’s
p a s s w o rd s , Viper used Nu t c ra ck e r, a n d
while he bounded across the Internet the
p ro g ram cru n ched away in the back-
g ro u n d . Fi fteen minutes and six secon d s
l a t e r, the results were in: Nu t c ra cker had
opened thirty-nine of the ro u g h ly tw o
thousand passwords on its first pass. I t
was embarrassing to look at them, b e-
cause so many students, even at a unive r-
s i ty that focusses mu ch attention on com-
puters and tech n o l o gy, had obv i o u s ly
n ever given a thought to data securi ty.
The passwords were obv i o u s :1 2 3 4 ,a b c d e,
a b c 1 2 3 ,m om 1 2 3 .M a ny people say they
d on’t re a lly ca re about password s ,b e ca u s e,
h ey, who is going to steal my recipe for
l e m on - m e ringue pie? Fi fteen years ago,
when a desktop computer function e d
m o s t ly as a typ ewri t e r, that was a valid ar-
g u m e n t . The connected world has made
s u ch sentiments naïve, h ow eve r; i f j u s t
one employee at a large com p a ny dials into
the netw o rk and uses a weak password
( s u ch as the word “p a s s w o rd”i t s e l f,w h i ch
is among the most com m on ) ,a ny pre ca u-
t i on taken by others will mean nothing.

My head was starting to spin, b u t
G e r rie wasn’t done with me ye t . “Yo u
wanted to see how that Kourn i k ova viru s
w o rk s , ” he said. “Why don’t you sit
h e re ? ” I moved over so I could typ e, a n d
he took us to a coll e c t i on of v i ru s e s ,
w o rm s , and Trojan horses. Qu i ck ly, h e
d ownloaded the kit used by the student
who made Kourn i k ova and set it up on
the mach i n e . “What do you want to ca ll
i t ? ’’ he asked. B e f o re I could answer, h e
typed in new yo rk e r. c om . “Le t’s see how
h a rd it is to flood the world with the
n ew yo rk e r. c om viru s , ’’ he said, smiling 
a bit more than I would have liked. I
cl i cked on a file and a nice gra ph i cal form
popped out. A fter that, I had on ly to
f o ll ow the dots. When did I want to re-
lease the virus? was the first question . I
typed a date.Ne x t , it asked what I wanted
on the subject line of the message that
would be sent. I typed the words “La n c e

A rm s t ron g. ” Then it asked whether I
wanted to send the virus as an attach-
ment to an E-mail message or as a We b
p a g e . Did I want to infect chat ro om s ?
And what about encryp t i on? (The Kour-
n i k ova vi rus was encryp t e d , and this
made it harder for standard antivirus soft-
w a re to sniff it out.) T h e re was one fin a l
q u e s t i on on the form .E rase hard disk? I
s t a red at Gerri e . “A ll you have to do is
ch e ck it,’’ he explained, “and it will era s e
the disk instead of c o p ying the entri e s . ”
I ch e cked it. “ C on g ra t u l a t i on s . ” G e r ri e
s m i l e d . “You have just created a viru s
that will erase the hard dri ve of a nyon e
dumb enough to open it. M aybe the
m ayor of Sneek will give you a job, t o o. ”

That evening in the Fre ew o rld Café
changed my view of the Intern e t . I

s t i ll use it to buy merchandise (as I con-
tinue to hand my credit ca rds over to 
people I have never met), but the battle
b e tween hackers and eve ryone else has
begun to seem like an arms race that 
the bad guys are destined to win. Non e-
t h e l e s s , t h e re has been promising re-
s e a rch ,p a rt i c u l a rly in designing softw a re
that functions like the human immu n e
s ys t e m . The immune system re c o g n i ze s
things that don’t belong in our bodies,
and it does a re m a rkable job of re p e ll i n g
i n t ru d e r s .Seve ral re s e a rch e r s ,most nota-
b ly St e phanie Fo r rest and St even Hof-
m eyr, at the Unive r s i ty of New Mexico,
a re developing highly soph i s t i cated soft-
w a re to do just that for computer netw o rk s .
T h ey have had some impre s s i ve pre l i m-
i n a ry success, but even Hofmeyr says that
s u ch softw a re will never com p l e t e ly deter
committed cri m i n a l s . ( A fter all , v i ru s e s
can ove rc ome even the healthiest of i m-
mune systems.) Some securi ty expert s
argue that too mu ch reliance on tech n i-
cal solutions might even create a Ma-
ginot Line mentality, l u lling people into
the belief that their computers are safe .

“ C omputer securi ty is a forty - ye a r -
old discipline, ” B ruce Schneier told me
not long ago.S chneier created two of t h e
most heavily used encryp t i on algo ri t h m s ,
and his recent book on digital securi ty,
“ Se c rets & Lies,” is perhaps the best pop-
ular explora t i on of the subject. “E ve ry
ye a r, t h e re is new re s e a rch ,n ew tech n o l-
o gy, and new pro d u c t s , ’’ he said. “R e a lly
good re s e a rch , re a lly good tech n o l o gy,
and re a lly good pro d u c t s . Yet eve ry ye a r
the situation gets worse.M u ch worse.T h e
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I n t e rnet is just too complex to secure . ”
So Schneier decided to stop tryi n g.

I n s t e a d , he started Counterpane Inter-
net Se c u ri ty, w h i ch relies on the skills of
h u m a n s , flawed and inconsistent as they
a re, to manage the ri s k s . C o u n t e rp a n e
i n s t a lls a special warning box—a Se n-
t ry—in eve ry computer netw o rk it mon-
i t o r s .The sentries funnel inform a t i on to
a central knowledge base that keeps tra ck
o f e a ch cl i e n t’s idiosyn c ra s i e s .“We are like
a fire bri g a d e, ’’ S chneier told me. “Or an
e m e r g e n cy ro om . In the real worl d ,t h i s
kind of e x p e rtise is alw ays farmed out.”

When I described the ease with which
my hacker com p a n i ons in Am s t e rd a m
had rampaged through the We b — a n d
my cert a i n ty that far worse went on each
d ay—he laughed. “Does that surp ri s e
yo u ? ” he asked. “Ye s ,s omebody can de-
s t roy the Internet in about half an hour.
I know maybe a hundred people who
could do it. But people can destroy the
phys i cal worl d ,t o o. Can you walk into a
h a rd w a re store and say, ‘Please sell me a
d evice that prevents mu rd e r’? So c i e ty
has done pre t ty well in preventing mu r-
d e r, h ow eve r, even though there is no
absolute or tech n o l o g i cal solution for
t h a t , or for shoplifting or mu g g i n g.

“When you buy a safe, it comes with a
ra t i n g, ’’ he went on .“I t’s a code: 3 0 T L —
t h i rty minutes, t o o l s . 6 0 T RT L — s i x ty
m i n u t e s , t o rch and tools. What this
means is that a pro fe s s i onal safe c ra ck e r,
with safe c ra cking tools and an ox y a c e ty-
lene torch , w i ll break open the safe in 
an hour. I f an alarm doesn’t sound and
g u a rds don’t come running within that
h o u r, the safe is wort h l e s s .The safe buys
you time;but you have to spend it wisely.’’
S chneier argues that the global re a ch of
the Internet makes alarms and guard s
even more valuable in cyberspace than on
t e r ra firm a . “One of the problems with
the Internet is that we are living in a so-
c i e ty of w a rl o rd s . I f laws matter in
Am e ri ca , m aybe they don’t in Am s t e r-
dam or No rth Korea or Belgra d e . We
h a ve been doing securi ty for two thou-
sand ye a r s , and the best stuff we have
c ome up with is alarms and guard s . ”

The first thing that stru ck me as I
walked through the door of the com-
p a ny’s Se c u re Opera t i ons Center, i n
Mountain Vi ew, C a l i f o rnia (there is an
i d e n t i cal facility in nort h e rn Vi r g i n i a ) ,
was the Buck Rogers decoder rings my
e s c o rts needed to get back into the se-



c u re part of the building. You must also
pass through a biom e t ric screen that ex-
amines the precise geom e t ry of yo u r
h a n d .A ll Counterp a n e’s cri t i cal sys t e m s
a re re d u n d a n t ; the com p a ny operates its
own power genera t o r, and the data it
s t o res are mirro red at its center in nort h-
e rn Vi r g i n i a . C o u n t e rpane tech n i c i a n s
sit inside a fe a t u reless gray building that
l o oks like a slightly more modern ve r s i on
o f a St rategic Air Command con t ro l
ro om .When something worri s ome pops
u p, a machine sounds an ominous b i n g,
a fter which it’s not that hard to imagine
the country moving ra p i dly to Defcon 3.

We spoke in a con fe rence ro om ,e a t-
ing sandwich e s ,while I learned the ra t i o-
nale that a mon i t o ring service uses to 
a t t ract customers (many of w h om pay
tw e lve thousand dollars or more each
m onth for this digital pro t e c t i on ) . “M o s t
c ompanies of a ny re a s onable size will get
s ome sort of s e rious intru s i on about on c e
a ye a r, ’’ E l i zabeth Zwick y, who is C o u n-
t e rp a n e’s director of i n f o rm a t i on tech n o l-
o gy, told me. “But it depends who they
a re : real estate in cyberspace has neighbor-
h o o d s ,and they vary just as they do eve ry-
w h e re e l s e . T h e re are places you could
l e a ve your keys in the car and places where
you would want bars on the window s . ”

A fter a while, she stopped talking,
s t a red at the darkened con fe re n c e - ro om
w i n d ow, and said, “We are about to go
t ra n s p a re n t .’’ Somebody fli cked a light
s w i t ch , and it was as if a telev i s i on scre e n
had been tra n s f o rmed into a giant pic-
t u re window. The con t rol ro om lay be-
f o re us, a l ong with three analys t s , a set of
c om p u t e r s , and seve ral large screens fill e d
with lights flashing to register potential
p roblems faced by cl i e n t s . A stream of
i n c om p rehensible data ran across on e
s c re e n , a n d , although the com p a ri s on
has been made before, it was hard to
l o ok at that flood of lights and not shout,
as I did, “T h e re re a lly is a Matri x ! ”

I had asked Schneier if t h e re was a
logic to the problems the com p a ny en-
c o u n t e re d .“ G o d ,n o, ’’ he re p l i e d .“Wh a t
we find just proves that the Net ca n
n ever be secure . ” Not long ago, for in-
s t a n c e, a com p a ny that Counterpane was
m on i t o ring suddenly appeared to have
an enormous new computer netw o rk .I t
t u rned out that one of the employe e s
was working from hom e .The man’s wife
w o rked for another major corp o ra t i on ,
and they had set up a home netw o rk to

link the family com p u t e r s . “When this
guy dialled into the offic e, he was linked
to his wife, and she was linked to her
c om p a ny, ’’ S chneier said. “ So they were
a ll linked together. We fixed it, but it’s a
re m i n d e r. T h e re is just too mu ch out
t h e re— you ca n’t protect it all .’’

In ever did meet the man who re l e a s e d
the Kourn i k ova virus (and whose no-

t o ri e ty was unearn e d ) .But I did write to
K , who also goes by the name Ka l a m a r,
and lives in Argentina, w h e re he main-
tains a Web site devoted to viru s e s ,
w o rm s , and other malicious code. Po l i c e
s ay he is the man who created the kit
that was used to make the Kourn i k ov a
v i rus (and others).

“I’m not talking anym o re, ’’K wrote in
re s p onse to my first E-mail. “Too mu ch
t ro u b l e .’’ I sent him another,asking why he
thought it was acceptable to write viru s e s .
Most people, when asked that question ,
s ay it’s for re s e a rch , w h i ch is never tru e .
Or they say that they didn’t mean it or
that the whole thing went too far. Not K.

“I have had some problems and I
d on’t want to make this bigger, so I’ll
just stay out of the scene for a while, ’’ h e

wrote back .“But if you are so con c e rn e d
about the safe ty of the Intern e t , w hy
d on’t you talk to the people who make it
d a n g e rous? And that’s not me. I don’t
write softw a re, I am just showing yo u
h ow bad it all is.People think this stuff i s
a ll free and easy. I t’s not free at all .E ve n-
t u a lly people will re a l i ze that.”

Id on’t play with my worms or viru s e s
a nym o re—nor do I re c ommend it.

When I was in Am s t e rd a m , I asked
G e r rie to send me a copy of the viru s
that we had created at the ca f é , the on e
that destroys your hard dri ve if you open
i t . I wanted to be sure that it was re a l ,
and when I saw it, a l i ve, on my laptop 
I deleted it and prom p t ly forgot about 
i t . I use the portable on ly when I’m 
t ra ve ll i n g, t h o u g h , and as soon as I go t
h ome I absent-mindedly began to make
my way through the E-mail that had
g a t h e red on my main com p u t e r. B e -
f o re I knew it, I had cl i cked on an extra 
copy of the new yo rk e r. c om viru s ,w h i ch
did its job as adve rt i s e d . I f you have
n ever tried this, d on’t .I t’s amazing how
ra p i dly eve rything yo u’ve saved can dis-
appear from your hard dri ve foreve r. ♦

“Hi . My name is Barry, and I check my E-mail 
two to three hundred times a day. ”
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